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Report Summary
Conclusion
The Department of Employment and Economic Development did not have adequate
security controls for the information technology system used to administer the state’s
Unemployment Insurance Program.

Findings











The Department of Employment and Economic Development did not have a
comprehensive security management program for its information technology
systems. (Finding 1, page 5)
The Department of Employment and Economic Development had not
formalized how it would correct vulnerabilities in computers accessible
through the Internet, and it had not routinely scanned computers connected to
its internal network for vulnerabilities. (Finding 2, page 7)
The Department of Employment and Economic Development did not have
monitoring procedures to detect and promptly respond to security-related
events. (Finding 3, page 7)
The Department of Employment and Economic Development did not
adequately restrict some information technology staff from direct access to
the Unemployment Insurance Program’s database, implement data encryption
to mitigate inappropriate access, and monitor activities users performed in the
database. (Finding 4, page 8)
The Department of Employment and Economic Development did not have
adequate procedures for managing its firewall and did not sufficiently restrict
computer traffic in its internal private network. (Finding 5, page 10)
The Department of Employment and Economic Development did not enforce
strong password controls. (Finding 6, page 12)
The Department of Employment and Economic Development’s change
management and software development procedures were not security focused.
(Finding 7, page 12)
The Department of Employment and Economic Development had not
established an offsite location to relocate the Unemployment Insurance
Program’s computer system in the event of a disruption and had not
documented a continuity of operations plan. (Finding 8, page 13)

Audit Objective and Scope
The audit objective was to answer the following question:


Did the Department of Employment and Economic Development have
adequate security controls for the information technology used to administer
the state’s Unemployment Insurance Program?

We assessed controls as of August 2009.

Information Technology Audit
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Department of Employment and
Economic Development
Unemployment Insurance Program
Overview
The Department of Employment and Economic Development (the department)
administers programs related to business assistance, workforce and community
development, international trade, and unemployment insurance. For the state’s
Unemployment Insurance Program, the department calculates and collects tax
revenues from employers, calculates and pays benefits to individuals, and helps
resolve disputes concerning tax liability and benefit eligibility. In fiscal year
2009, over 336,000 people applied for unemployment benefits, and the
department paid over $1.8 billion in benefits.
In 2007, the department completed the implementation of a $43 million computer
system that automated most aspects of the Unemployment Insurance Program. A
significant element of the new system is that employers and benefit applicants use
the internet or telephone to access the system to make payments and apply for
benefits.
The department’s information technology unit manages the department’s
computing environment, including the system that administers the Unemployment
Insurance Program. The department relies on the Office of Enterprise Technology
to manage some aspects of the Unemployment Insurance Program’s database. The
database contains the detailed information submitted by employers and benefit
recipients.

Objective, Scope, and Methodology
The audit objective was to answer the following question:


Did the Department of Employment and Economic Development have
adequate security controls for the information technology system used to
administer the state’s Unemployment Insurance Program?

To answer this question, we interviewed staff of the department and the Office of
Enterprise Technology. We reviewed policies, procedures, and other relevant
documentation. We also used a variety of computer-assisted auditing tools and
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other techniques to analyze the security infrastructure and test controls. We
assessed controls as of August 2009.
We conducted this audit in accordance with Government Auditing Standards,
issued by the Comptroller General of the United States. To assess security
controls, we used criteria contained in Special Publication 800-53 Recommended
Security Controls for Federal Information Systems, published by the National
Institute of Standards and Technology’s Computer Security Division. We also
used criteria contained in security guidance published by the Defense Information
Systems Agency and information published by applicable technology vendors to
evaluate select controls. When available, we also used department and state
policies to obtain evaluation criteria.

Conclusion
We concluded that the Department of Employment and Economic Development
did not have adequate security controls for the information technology system
used to administer the state’s Unemployment Insurance Program.
The following Findings and Recommendations section explains the deficiencies.

Information Technology Audit
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Findings and Recommendations
The Department of Employment and Economic Development did not have a
comprehensive security management program for its information technology
systems.
An information technology security management program is a formal method
used by an organization to identify and manage risks and ensure that it has
adequate controls in place to help prevent security incidents from occurring and
quickly detect and respond to incidents when they occur.
Because the department had not developed a comprehensive security management
program for its information technology systems, it had not defined key security
objectives, goals, and responsibilities. Staff turnover in the chief information
security officer position may have hampered development of the program. The
current chief information security officer, hired in July 2009, is the third person to
hold that position over the past three years. In addition, the chief information
security officer did not have staff to help accomplish the position’s duties. Given
the size and complexity of the department (about 1,600 employees, 60 workforce
centers, about 3,000 laptop and desktop computers, and over 300 computer
servers), it is likely that a chief information security officer would need
professional security staff to help build a successful information technology
security management program at the department.
Implementation of a security management program would also require input from
other individuals and groups in the department, particularly those involved in
developing and operating the department’s information technology systems.
However, the department did not clearly define the security roles and
responsibilities for these individuals and groups. For example, most information
technology position descriptions lacked security-related requirements or tasks.
Key governance committees (the Information Steering Committee, the Change
Advisory Board, and the Architecture Planning Team) lacked defined
responsibilities and outcomes related to security. The service level agreement
between the department’s management and its information technology division
did not define the roles and responsibilities for security, and the department had
not updated the agreement since 2007. The department could potentially overlook
critical tasks if it does not clearly define security expectations and responsibilities
for individuals and groups. Much responsibility for security rests with employees
who also must support daily operations. Without clear documentation of the
employee’s security duties, daily operational tasks typically take priority and may
be at odds with good security practices.

Finding 1
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Finally, the department did not have written policies, standards, and procedures
addressing information technology risks and security. These are critical because
they outline management’s security expectations. They also help define
employees’ roles and responsibilities. Employees cannot make consistent security
decisions without policies and standards to refer to as guidance. Had the
department proactively defined and communicated its security expectations, it
may have averted the findings in this report.
While the department should have a comprehensive security management
program that covers all of its information technology systems, it is particularly
important for the department to address security for the system it uses to
administer the state’s Unemployment Insurance Program. That system annually
processes millions of dollars in tax revenues and benefit payments; it contains a
large amount of private data; and it is available through the Internet. It is one of
the state’s most important information technology systems. The findings of this
report indicate that the department has not adequately addressed the system’s
risks and vulnerabilities.
Recommendation


The department should develop a comprehensive security management
program for its information technology systems.
-

It should define the program’s scope, objectives, goals, and
responsibilities and assess whether it has sufficient security
staff to design, implement, and monitor the effectiveness of the
security program.

-

It should define and document the roles and responsibilities of
individuals and groups that play a vital role in security and
develop a training program to communicate their security
responsibilities and to improve awareness of key risks and
controls.

-

It should develop risk assessment methodologies and perform
periodic assessments.

-

It should develop written security policies, standards, and
procedures and monitor compliance with them.

Information Technology Audit
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The Department of Employment and Economic Development had not
formalized how it would correct vulnerabilities identified in computers
accessible through the Internet, and it had not routinely scanned computers
connected to its internal network for vulnerabilities.

Finding 2

The department did not have processes in place to correct computer
vulnerabilities identified by the Office of Enterprise Technology when the office
scanned the department’s computers that were accessible from the Internet. The
Office of Enterprise Technology uses an Enterprise Vulnerability Management
System to assist state agencies in identifying vulnerable computer systems. The
Office of Enterprise Technology conducts monthly external scans of Internet
accessible state computers to find exploitable security vulnerabilities, such as a
flaw in a commercial software product that a hacker could use to force a computer
program to perform an unauthorized operation. Department staff had not resolved
some vulnerabilities identified by the Office of Enterprise Technology’s scans in
a timely manner. It is important for the agency to correct these vulnerabilities
because hackers often take advantage of them. In addition, the department did not
routinely scan other computers accessible from inside the department for
vulnerabilities. State policy requires each agency to manage and monitor their
computers for vulnerabilities and implement and maintain vulnerability
remediation processes.1
Recommendation



The department should develop a formal vulnerability and
threat management program to ensure it routinely scans
computers and corrects critical vulnerabilities in a timely
manner.

The Department of Employment and Economic Development did not have
effective monitoring procedures to detect and promptly respond to securityrelated events.
The department’s monitoring procedures were not sufficient to detect and
appropriately respond to important security-related events, such as potential
external attacks, unauthorized attempts to access computers, employee system
misuse, changes to critical computer settings, access to sensitive files, and
exceptions to defined policies and procedures.
The department’s monitoring efforts were not effective because it had not
assessed which security-related events put the system at highest risk and had not
customized its computers to log those high-risk events. The logs for some of the
department’s computers included all security-related events, while other logs did
1

Office of Enterprise Technology: Enterprise Security Vulnerability Management Policy 2008-04.

Finding 3
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not include some rudimentary, but critical, security events. Department staff was
not regularly and proactively reviewing any of its logs. The department had not
assigned the review of the logs to specific staff, identified how often they should
review the logs, or prescribed the action they should take in response to
suspicious activity. The department did not have software to assist in the
gathering and analyzing of security logs to identify events that require attention.
Finally, the department did not develop and implement a strategy to ensure it
maintained, backed up, and archived all security log records. It is important to
have historic log information available should the department or law enforcement
need to conduct an investigation.
Without an adequate monitoring system, the department would be unable to take
timely and appropriate action to protect the system and its data if an attack
occurred.
Recommendations

Finding 4



The department should assess its monitoring needs to
determine what events it needs to log, who should review the
logs, and the frequency of the review. It should consider
acquiring technologies to facilitate the systematic review and
analysis of security events.



The department should define procedures for employees to
follow when a security incident is identified.



The department should define and follow its records retention
requirements for security log records.

The Department of Employment and Economic Development did not
adequately restrict some information technology staff from direct access to
the Unemployment Insurance Program’s database, implement data
encryption to mitigate inappropriate access, and monitor activities users
performed in the database.
The department did not adequately limit access to the database containing the
Unemployment Insurance Program’s data. It did not have a process to periodically
review and recertify employees’ database access privileges. Furthermore,
department staff often did not document the security decisions, making security
administration difficult. The department and the Office of Enterprise Technology
jointly managed the database; however, they had not documented, through a
service level agreement, each agency’s security roles and responsibilities.
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Some employees had incompatible or unnecessary access to the database without
the department establishing effective mitigating controls. For example, 15
software developers, 4 business analysts, and a system architect had the ability to
connect directly to the database, and read significant amounts of data, including
not public data such as applicant’s social security numbers and banking
information. Several people, including software developers, shared four
passwords that could modify or delete virtually any data. Also, over 30 people
had access to the unencrypted passwords that were stored in a poorly secured
electronic file. Two Office of Enterprise Technology employees had database
privileges that allowed them to read, update, and delete any data that they did not
need for their day-to-day job duties. The ability to connect directly to the database
and read or modify data should be restricted to a few individuals.2 Furthermore,
software developers should not have the ability to modify data because they have
intimate knowledge of the system’s functions and would be in a position to
perpetrate and hide fraudulent transactions. Finally, individual accountability is
lost when people share passwords.
The department did not ensure that the Office of Enterprise Technology
adequately restricted the connection of external computers directly to the
database. An Office of Enterprise Technology managed firewall allowed any
computer on the state’s network to pass traffic through the firewall and attempt to
connect directly to the database. In general, these connections should be limited to
very few people and computers at the department and the Office of Enterprise
Technology.
The department did not encrypt some not public data during transmission and
storage. Although the department properly encrypted not public data when
someone used the Unemployment Insurance Program’s computer system, it did
not encrypt data when employees connected directly to the database. Also, it did
not encrypt not public data, such as social security numbers and banking
information, stored in the database. Encryption converts data into a format that
cannot be read and is an important control to help protect data from unauthorized
disclosure.
The department did not limit the amount and type of not public data used in its
test environment by software developers and others; it used a complete copy of
the unemployment insurance database. Because test environments typically have
less rigorous controls, the database’s substantial amounts of not public data may
have been subjected to more risk of inappropriate use or access. Although, the
department sometimes needed to use original not public data to test certain
aspects of the system, it did not minimize the volume of data, specify the period
of time it retained the data, and implement strong security controls to protect the
not public data from unauthorized disclosure.

2

Defense Information Systems Agency’s Database Security Technical Implementation Guide,
Section 3.3.11.
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Finally, the department did not have any database monitoring controls to identify
security-related events, such as unauthorized changes to data or employee misuse
of not public data.
Recommendations

Finding 5



The department should periodically review and recertify that it
appropriately limits database user’s access.



The department should further restrict who can access not
public data and prohibit software developers from modifying
or deleting system data or establish effective mitigating
controls.



The department should prohibit the sharing of passwords.



The department should work with the Office of Enterprise
Technology to develop firewall rules that adequately restrict
access to the database.



The department should encrypt not public data during
transmission between internal servers. The department should
also implement appropriate encryption of data stored in the
database.



The department should limit the amount of not public data in
its test environment. It should minimize the volume of data,
specify the period of time it is retained, and implement strong
security controls to protect it from unauthorized disclosure.



The department should develop and implement databasemonitoring controls.

The Department of Employment and Economic Development did not have
adequate procedures for managing its firewall and did not sufficiently
restrict computer traffic in its internal private network.
The department lacked formal firewall management procedures and it did not
define who had primary responsibility for managing the firewall. A firewall
typically is an organization’s first line of defense against external threats from
hackers. A firewall is a computer that separates an organization’s private internal
network from the public Internet. Serving as gatekeeper, a firewall examines all
traffic that attempts to enter or leave an organization’s private network. Traffic
that does not meet certain conditions, defined in firewall rules, cannot pass in or
out of the private network.
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The department did not have adequate documentation of its firewall’s extensive
rules. The department did not have documentation of the business purpose of the
rules and had not periodically reviewed the rules to ensure that they were still
appropriate. The department did not require staff to document and obtain
authorization for rule changes. A formal change management process would
include request, review, and approval procedures. Without adequate
documentation, staff was not sure about the purpose of some rules. Staff identified
some of the rules they reviewed for our audit as unnecessary or outdated and
believed others to be more restrictive than they actually were.
In addition, the department did not delegate primary firewall management
responsibilities to specific employees who would coordinate and manage changes
to the firewall. With seven employees who could independently make changes to
the firewall, the department could not ensure that all changes were necessary or
appropriate. In addition, these seven employees also had powerful and
incompatible access to the department’s computer servers, including web servers
and application servers.
Finally, the department did not sufficiently restrict computer traffic between
portions or segments of its internal private network. Internal network
segmentation and filtering improves control by only allowing authorized traffic in
or out of each segment on the private internal network. Without adequate filtering,
someone who gained unauthorized access to portions of the department’s private
internal network could freely move throughout the network and attempt to access
any computer and software on them. Segmentation and filtering also help prevent
the spread of malicious software, such as viruses, worms, and trojans.
Recommendations


The department should develop formal firewall management
procedures, including change management procedures that
include requesting, reviewing, approving, and documenting
firewall rule changes. Procedures should also include the
periodic review and recertification of the firewall rules.



The department should conduct a complete review of its
firewall rules. It should remove redundant or unneeded rules
and further restrict excessively permissive rules.



The department should filter computer traffic between
segments on its internal network to only allow authorized
traffic between each segment.
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The Department of Employment and Economic Development did not enforce
strong password controls.
The department did not use customizable features to enforce strong password
controls on some computers. Employees use passwords to prevent unauthorized
access to their system accounts. The department could set the customizable
features to prevent employees from selecting easy to guess passwords, like
dictionary words, and to require that employees periodically change their
passwords. The features could also disable accounts employees had not used for
prolonged periods or that had repeated failed logon attempts, which might be an
indication of someone trying to get unauthorized access. Also, some
“administrator” accounts, which generally allowed changes to security settings,
installation of software and hardware, and access to files, had inadequate
passwords, and some staff shared log on identification and passwords to these
powerful accounts.
Strong password controls are important because they help prevent employees and
hackers from assuming the identity of legitimate system users. When employees
share log on identification and passwords, the department is unable to determine
which employee is responsible for specific actions.
Recommendation


Finding 7

The department should implement and enforce strong
passwords and should not allow employees to share log on
identification.

The Department of Employment and Economic Development’s change
management and software development procedures were not security
focused.
Computer systems often require frequent changes. Those changes can vary widely
and often include developing new or modifying existing software, installing
vendor-provided security and software fixes, changing critical computer settings,
modifying data to correct errors in the database, and upgrading software versions.
Change management is a formal process of managing and controlling all changes
to the technology infrastructure. Its purpose is to implement only appropriate and
authorized changes into the business environment.
The department’s change management procedures were not security focused. The
department had some computers that were running outdated versions of
commercial software, some of which were no longer supported by the vendor. In
some instances, there was justification for delaying software upgrades, but the
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agency lacked documented strategies for determining when and how they would
apply the updates in the future.
The department’s software development program did not adequately focus on
security. It had not established software development standards to document how
staff should code software to ensure adequate security. The department lacked a
security-focused training program for its software developers. The department
lacked procedures to review and test newly written software to ensure it did not
contain security vulnerabilities prior to implementing it. The Unemployment
Insurance Program’s computer system is a custom-developed application that
requires significant ongoing development. The system is a web-based system that
is accessible from the Internet. The overall security of the system relies on a welldeveloped software code. Failure to follow stringent change management
procedures and secure software development and testing procedures may result in
unauthorized changes, computer disruption, or security vulnerabilities.
Recommendations


The department should develop adequate change management
procedures to ensure computer-related changes are
appropriate and authorized.



The department should develop security-focused software
development standards.



The department should develop procedures to review and test
newly written software to ensure it does not contain security
vulnerabilities prior to implementing it.



The department should develop a training program to ensure
its software developers have adequate security-focused
training.

The Department of Employment and Economic Development had not
established an offsite location to relocate the Unemployment Insurance
Program’s computer system in the event of a disruption and had not
documented a technology recovery plan.
The department did not have a documented and tested plan to recover the
Unemployment Insurance Program’s computer system should a significant event
cause it to be unavailable. When the department approved the project to develop
the system, the project’s scope and budget did not include an adequate recovery
strategy even though the department defined the system as a mission critical
system that needed high availability and a short recovery timeframe.

Finding 8
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Many events could cause the system to be unavailable, such as natural disasters
like tornadoes, floods, or fires; computer viruses or computer failures; or
terrorism. Having an up-to-date, documented, tested plan increases the likelihood
the department could recover from a disruption and continue to provide
unemployment insurance services.
Recommendations


The department should document and test a recovery plan for
the Unemployment Insurance Program’s computer system
following accepted project management methodologies.



The department should assess the impact of any significant
project so technology recovery plans do not become outdated.
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